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OINPEAEJIEHUA

B HacTosmemM JOKYMEHTE MCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI WU UX
OIIPEIEIICHMUS.

ABTOMATH3HMPOBAaHHAsl CHCTEMA — CUCTEMA, COCTOSAINAs M3 IEpCOHANIA U
KOMIIJIEKCA ~ CPEACTB  aBTOMATU3allMM  €ro  JCATENbHOCTH,  pPEalU3yIoIas
UH(GOPMAIIMOHHYIO TEXHOJIOTHIO BBIIMOTHEHUS YCTAHOBICHHBIX (DYHKIIUH.

be3onacHOCTh NEPCOHAJBHBIX [JAHHBIX — COCTOSHME 3alIMIIEHHOCTU
NEPCOHAIBHBIX  JAHHBIX, XapaKTEPU3yeMOE€  CIOCOOHOCTBIO  IOJIb30BATEIEH,
TEXHUYECKUX  CPEACTB W MHPOPMALMOHHBIX  TEXHOJIOTMH  00ecneduTh
KOH(QUAEHIMAIBHOCTD, LIEIOCTHOCTh U JIOCTYITHOCTh NEPCOHAIBHBIX JAAHHBIX IPU UX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX.

byokupoBaHue nMepcoOHANbHBIX JAaHHBIX — BPEMEHHOE ITpeKpalieHue coopa,
CUCTEMATU3alNHM, HAKOIUIEHUS, WCIIOJIb30BaHUsA, PACIPOCTPAHEHUS, MEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MEpeIayn.

Bupyc (KOMIBIOTEPHBIH, NMPOrPaAMMHBbIN) — UCIIOJHAEMBIA HPOTrPaAaMMHBIN
KOJ WIM WHTEPHPETUPYEMBbI HAOOp HHCTPYKUMH, 00JaAaromuidi CBONWCTBaMHU
HECAaHKIIMOHUPOBAHHOT'O PACIPOCTPAHEHHUS M camoBocnpou3BeneHus. Co3gaHHbIC
NyOnMKaThl KOMIIBIOTEPHOTO BHpPYCa HE BCErJa COBMAJAIOT C OPUTMHAIOM, HO

COXPaHSIOT CIIOCOOHOCTH K JaJbHENIIeMy pacnpoCTpaHEHHUIo U
CaMOBOCHPOU3BEICHHUIO.
Bpenonocnass  mporpamMmma —  mporpaMma, — [peAHa3HAaYeHHas Ui

OCYIIECTBIICHUS! HECAaHKIIMOHMPOBAHHOTO JIOCTyrma W /WiIM BO3JCHCTBUS Ha
NEpPCOHAIbHbIE JaHHBbIE WM PECypchbl MHPOPMAIMOHHOM CHUCTEMBbI NEPCOHAIBHBIX
JIAHHBIX.

JlocTyn B ONEPAMOHHYK CpeAdy KoMNbIOTepa (MH(OPMAIMOHHOM
CHCTEMBbI MEPCOHANBHBIX [JAHHBIX)— IIOJYyYE€HUE BO3MOXHOCTH 3alycKa Ha
BBINIOJIHEHUE IITATHBIX KOMaHJA, (QYHKUMH, MpOLEAyp ONEPauOHHON CHCTEMBI
(YHUYTOXKEHHUSI, KOMHUPOBAHUSA, TNEPEMEIICHUs M T.N.), HCIOJHSAEMbIX (DailioB
MPUKIAAHBIX TIPOTPAMM.

Joctyn Kk uH(OPMALMHU — BO3MOXXHOCTH TMOJy4YeHUs WHGOpMAIMU U e
UCITOJI30BAHUS.

3ak/iajlouHOoe YCTPOICTBO — DJJEMEHT CpeACTBa cbheMa UHGOpMaIUH,
CKPBITHO BHEAPSEMBIN (3aKiIaJblBAEMbIi WJIM BHOCHUMBIM) B MECTa BO3MOXKHOIO
chbemMa HH(opManuu (B TOM YHUCJIE B OrpaxICHHE, KOHCTPYKIIHIO, 000pYyI0BaHUE,
NpeIMETbl HHTEpbepa, TPAHCIIOPTHHIE CPECTBA, a TAKXKE B TEXHUYECKHUE CPEICTBA U
CUCTEMBI 00pabOTKH UH(MOPMAIIUH).



3amumaemasi uHdopMmanusa — wuHQOpPMAIUS, SBISIIONIASACA TMPEIMETOM
COOCTBEHHOCTH W TOJJIeKallas 3allluTe B COOTBETCTBUU C TPEOOBAHUSIMU MPABOBBIX
JIOKYMEHTOB WJIK TPEOOBAHUSIMU, YCTaHABIMBAEMBIMH COOCTBEHHUKOM HH(OpPMAIIUU.

UnenTndukanmus — npuCBOCHHE CyObeKTaM H  00bEKTaM  JIOCTyIa
uacHTH(GUKaTOpa U / WIIM CpaBHEHUE MPEABABIAEMOT0 UACHTH(DHKATOPA C IMepEeIHEM
MPUCBOCHHBIX UACHTH(UKATOPOB.

NHpopMaTUBHBIA CUI'HAJ — DJIEKTPUYECKUM  CUTHAQJI, aKyCTHUYECKHE,
AJIEKTPOMArHUTHBIC W JIpyrue (PU3UYECKre MOoJIsl, M0 MapamMeTpaM KOTOPBIX MOMKET
OBITh packpbiTa KoHbUICHIHMANbHAS WHGoOpMalug (TIEpCOHANIBHBIC JaHHBIE),
oOpabartbiBaeMasi B ”HGOPMAIIMOHHON CUCTEME NTEPCOHANBHBIX JaHHBIX.

Nudopmanuonnasi cucrema mnepcoHadabHbIX AaHHbIX (UCIIIH) —
uH(GOpPMaIlMOHHAS CHCTEMa, MPEACTaBIAIoNMas cO00M COBOKYIMHOCTh MEPCOHAIBHBIX
JTAHHBIX, COJIepXkKaIUXCsl B 0a3e JaHHBIX, a Takke MH(OOPMALIMOHHBIX TEXHOJOTHHI U
TEXHUYECKUX  CPEACTB, MO3BOJSIIOLIMX  OCYIIECTBIATH  OOpabOTKYy  TaKuX
NEPCOHANIBHBIX JaHHBIX C HCHOJIb30BAaHUEM CpEJCTB AaBTOMAaTH3aluu uiu 0e3
UCITIOJIb30BaHUs TakKuX cpeacTB (cT.3 m.9 Ne 152-D3).

NudopmanuoHHble TEXHOJOTHM — TIPOIIECCHl, METOJBI IOUCKa, cOopa,
XpaHeHust, 00pabOTKH, MPETOCTABICHUS, PACIPOCTPAHEHUS HH(DOPMAIIUU U CTIOCOOBI
OCYUIECTBJIEHUS TAKUX IPOLIECCOB U METOJIOB.

Hcnonb30BaHue MNEPCOHATBHBIX [AHHBIX — JICUCTBUA (Omepanuu) ¢
MEePCOHATBLHBIMU JTAHHBIMHU, COBEPILIAEMbIC OTIEPATOPOM B IENISAX MPUHATHUS PEIICHUM
WU COBEPUICHUS WHBIX JEUCTBUN, MOPOXKIAIONIUX HOPUIUYECKUE TOCICACTBUS B
OTHOIIEHUH CyObEKTa MEePCOHANBHBIX TAHHBIX WIHM APYTUX JIUI TUOO MHBIM 00pa3om
3aTparvBalolIUX TMpaBa U CBOOOABI CYOBEKTa MEPCOHAIBHBIX JAHHBIX WM APYTHX
mury (1.3 1.5 Ne 152-D3).

HcTouHuk yrpo3pl 0Oe30macHOCTH HUHPOpMAUMU — CYOBEKT JOCTyIa,
MaTepUaIbHbIA  O0BEKT WM (U3UYECKOE SBJICHHUE, SBISIOUIMECS MPUYUHOU
BO3HMKHOBEHUS yTpo3bl 0€30MaCHOCTH MH(OPMALUK.

KonTpoaupyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHS, 3JaHUE, YACTh 3/1aHHUS,
MOMEIICHHE), B KOTOPOM UCKIIFOUEHO HEKOHTPOJIUPYEMOe MpeObIBAaHNE TOCTOPOHHUX
JIU1I, @ TAK)KE TPAHCIOPTHBIX, TEXHUYECKUX U UHBIX MaTEPUAIbHBIX CPEJICTB.

KondguaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — 00s3aTENbHOE  JUIS
COOJIIOJICHUsI OIMEpPaTOpOM WM WHBIM TOJYYHMBIINM JOCTYIl K TEPCOHATHHBIM
JAHHBIM JIUIIOM TpeOOBaHME HE JOMYyCKaTh MX paclpocTpaHeHue 0e3 coriacus
CyObeKTa MepCOHATBHBIX TAHHBIX WU HAJMYUS UHOTO 3aKOHHOTO OCHOBAHUS.

MesxkcereBoi IKPAH — JOKAJIBHOE (OJTHOKOMIOHEHTHOE) 15810
GyHKIIMOHATBLHO-PACTIPEICTIEHHOE MPOrpaMMHOE (mporpamMMHO-ammapaTHoe)
CPEICTBO (KOMIUIEKC), peasiu3yroliee KOHTPOJb 32 MHGOPMAIMEH, TTOCTyNaomenl B



WHPOPMAITMOHHYIO CHUCTEMY IePCOHAJBHBIX JIAHHBIX W /WIM BBEIXOAMIICH U3
MH(OPMAIMOHHOW CUCTEMBI.

Hapymuresb 6€30MacCHOCTH NMEPCOHAJBHBIX JTAHHBIX — (DU3UYECKOE JHUIIO,
CIIy4ailHO WJIM TNpeJHAMEPEHHO COBeplIalollee JEHUCTBUS, CIIEICTBUEM KOTOPBIX
ABJIIETCSI HApYILIEHHE OE€30MaCHOCTH IEPCOHAIBHBIX JAHHBIX NpH HUX 00paboTke
TEXHUUYECKUMHU CPEJICTBAMU B UH(POPMAIMOHHBIX CUCTEMAaX NEPCOHATBHBIX JAHHBIX.

HeaBTomMaTu3npoBaHHasi 00padoTKa MEePCOHAJBHBIX JaHHBIX — 00paboTKa
MEPCOHANBHBIX  JaHHBIX, COJACP)KAINIUXCSd B  HMHPOPMAIMOHHOW  CHCTEME
NEPCOHANBHBIX JIaHHBIX JIMOO W3BJICYEHHBIX W3 TaKOM CHUCTEMBbI, CUMUTAETCA
OCYIIECTBJICHHOM 0e3 UCIOJIb30BAHUSA CpEeJlICTB aBTOMaTHU3AINH
(HeaBTOMATU3WPOBAHHOM), €CJIM TaKhe JIEHCTBUSA C MEPCOHATBHBIMH JAHHBIMH, Kak
UCIIOJb30BaHUE, YTOYHEHHUE, paCIpPOCTPAHECHUE, YHUYTOKEHHE MEPCOHATBHBIX
JAHHBIX B OTHONIEHHWHU KaXJIOr0 U3 CYOBEKTOB TMEPCOHAJBHBIX JIAHHBIX,
OCYILIECTBIISIIOTCSL TIpU  HemocpeACTBEHHOM yuactuu 4enoBeka (ITII Ne687 ot
15.09.08).

HenekaapupoBaHHuble BO3MOKHOCTM — (DYHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPEACTB BBIUUCIUTEIIBHOW TEXHUKH, HE OINHCAHHBIE WM HE COOTBETCTBYIOIIUMU
OMMCAaHHBIM B JJOKYMEHTAI[UU, IPU MCIOJIb30BAHUHN KOTOPBIX BO3MOYKHO HapyILICHHE
KOH(QUIEHIIUATIBHOCTH,  JOCTYIMIHOCTH  WJK  IEJOCTHOCTH  00pabaThiBaeMOit
uH(popManuu.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HECAHKIMOHMPOBAHHbIC [EHCTBUSA) —
JIOCTYyN K HUHpOpMaIMU WIM JEWUCTBUS ¢ HHPOpMaIMed, Hapylaloliue MpaBuia
pa3rpaHUyYCHUs] JOCTYIA C UCIOJIb30BAHUEM IITATHBIX CPEACTB, MPEIOCTABISIEMBIX
UH(OPMAITMOHHBIMU CHUCTEMaMH MEPCOHATBHBIX JTAHHBIX.

Hocurenb undopmanmnu — Qusnyeckoe JUIO WIK MaTEPHAIBHBIA OOBEKT, B
TOM 4YHCIIe (PU3nYecKoe 1moJie, B KOTOPOM HHGPOpMAIIHs HAXOIUT CBOE OTPAKEHUE B
BHUJIC CHUMBOJIOB, 00pa30B, CHUTHAJIOB, TEXHUYECKUX PEHIEHUH ¢ TPOIIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEITUYHUH.

O0e3MuYnBaHue TEPCOHAJBHBIX JAaHHBIX — JEHCTBUS, B pe3yjbTare
KOTOPBIX HEBO3MOYKHO OIPEACIUTh MPUHAMIEKHOCTh TEPCOHANBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY MepCOHATbHBIX JaHHBIX (CcT.3 1.8 Ne 152-D3).

OO0paboTka mnNepcOHAJBHBIX JaHHBIX — JielicTBHs  (omepanuu) ¢
MEePCOHAILHBIMU  JaHHBIMH, BKJIOYas cOOp, CHCTEMaTH3alio, HAKOIUJICHHE,
XpaHeHue, yrouHeHue (0OHOBJIEHUE, U3MEHEHHE ), UCII0JIb30BaHKE, PACTIPOCTPAHECHHE
(B TOM 4ucie Tmepenaudy), OO€3TMUMBAHHE, OJOKUPOBAHME W YHUYTOXKCHHE
NEePCOHANBbHBIX JaHHBIX (cT.3 1.3 No 152-03).

OO0umexocTynHbIe MEPCOHANbHbBIE TaHHBbIE — IEPCOHAIBHBIE JAHHBIE, I0CTYI
HEOTPAHWYEHHOTO Kpyra JIMII K KOTOPHIM TMPEIOCTABICH C COTJacusi CyOBeKTa

MIEPCOHAIBHBIX JIAHHBIX HJIM Ha KOTOPBIE B COOTBETCTBUHU C (PeaepabHBIMU
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3aKOHAMH HE PaCIpPOCTpaHsAeTCS TpeOOBaHWE COOMIOACHUS KOH(PUACHITMATHHOCTH
(c1.3 m.12 Ne 152-D3).

Oneparop (mepCOHANBHBIX  [aHHBIX) — TOCYJAapCTBEHHBIM  Opras,
MYHUIIMNIATBHBIA OpraH, OpUANYECKOe WU (U3HYECKOE JIUI0, OpPraHU3YIOIee
U/ U ocymecTBisitonee  00pabOTKY MEPCOHANBHBIX  JIAHHBIX, a TaKXKe
OTIPEISIISIIONTNE TIEM W COJEp)KaHne OOpaOOTKM MEPCOHANBHBIX JaHHBIX (CT.3 1.2
Ne 152-®3).

IlepexBar (uH(pOpMANMHU) — HEMPABOMEPHOE IMOJIydeHHE HWHGPOPMAIIUU C
MCIIOJIb30BAaHUEM TEXHUYECKOTO CPECTBA, OCYLIECTBISIONIEr0 OOHAPYKEHUE, PUEM
1 00pabOTKy HH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIe — J100as  WHpOpManMs, OTHOCAIIAsACA K
OTIPENCTICHHOMY WJIM OINpEAesieMOMY Ha OCHOBAaHWM Takod uH(popMmanuu
dbuznyeckoMmy Uy (CyObEKTY MEPCOHATBHBIX JAHHBIX), B TOM YHCJE €ro (haMuiius,
UMs, OTYECTBO, TOJ, MECSL, ]aTa U MECTO POKJICHHUS, aIPEC, CEMEMHOE, COLMAIbHOE,
MMYILIECTBEHHOE TIOJIO)KEHHE, oOpa3oBaHue, mpodeccusa, [I0XOAbl M JApyras
undopmarus (ct.3 m.1 Ne 152-D3).

Ilo0ouHbIE 3JIEKTPOMATrHUTHbIE U3JIy4YeHust U HABOJKHU —
AJIIEKTPOMArHUTHBIE M3JIYyYEHUS TEXHUYECKUX CPEACTB OOpabOTKH 3aluiiaeMon
nH(popMaIKi, BOSHUKAIOIIME KaK MOOOYHOE SIBICHHUE U BBI3BAHHBIC YJICKTPUUECKUMU
CUTHAJaMH, JCHCTBYIOIIMMHU B UX DJIEKTPUYECKUX W MArHUTHBIX IEMSIX, a TaKXKe
AJIEKTPOMArHUTHBIE HABOJKH HJTHUX CHUTHAJIOB Ha TOKOMPOBOJSIINE JIMHUH,
KOHCTPYKIIUU U I[ETH MUTaHUS.

Hoab30Baressb MHPOPMALUOHHONW CHCTEMbI MEPCOHAJIBHBIX [JTaHHBIX —
JUI0, ydacTByomee B  (DYHKIMOHUPOBAHWU  MH(GOPMAIMOHHOW  CHUCTEMBI
MEPCOHANIBHBIX JJAHHBIX WJIM UCTOJIb3YIOIIEE Pe3yIbTaThl €€ (DYHKIIMOHUPOBAHUS.

IIpaBuia pasrpaHuyveHus AOCTYMNA — COBOKYITHOCTb MpaBUII,
perjlaMeHTUPYIOIINX MpaBa J0CTyna CyObEeKTOB JOCTYIA K 00BbEKTaM JOCTYIIA.

IIporpammHuas 3akjaakKa — KOJ MporpamMMbl, MpeTHaAMEPEHHO BHECEHHBIN B
porpaMMy C IIEJIbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJIOKHUPOBATh, YHUYTOXKUTh
uHOOPMAIUIO WIK YHUUYTOXHUTh U MOAUGPUIIMPOBATH MPOTPaMMHOE OOecreueHue
UH(POPMAIIMOHHON  CHUCTEMBI MEPCOHANBHBIX JaHHBIX W/ WiId  OJOKHUPOBAThH
anrapaTHbIE CPEACTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YECKOE) BO3/1eMICTBUE —
HECAHKIIMOHUPOBAHHOE  BO3JICMCTBHE  HA  PECypChl  aBTOMAaTHU3UPOBAHHOM
WH(POPMAIIMOHHOW CHCTEMBI, OCYIIECTBISIEMOE C HCIIOJIb30BaHUEM BPEIOHOCHBIX
IPOTPaMM.

PacnpocTpaHeHue nmepcoOHAIBHBIX JAHHBIX — JCICTBUS, HANpaBJICHHbIC Ha
nepegayy MEepCOHAIBHBIX JIAHHBIX OMNpPEIAEIEHHOMY Kpyry Jul (mepegada

IICPCOHAJIBHBIX I[aHHBIX) WJIKX Ha O3HAaKOMJICHHUC C IICPCOHAJIbHBIMHU JaHHBIMH
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HEOTPAHWYEHHOTO KPYyTa JIUII, B TOM YUCJIe 00HApOJ0BaHUE TIEPCOHATBLHBIX JaHHBIX B
cCpelncTBax  maccoBoi  uHGOpMalMM, — pa3MelleHue B HMH(OpMalHMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WIH MPEAOCTABIECHUE AOCTyINa K NEPCOHAIbHBIM
JAHHBIM KaKUM-JIMO0 UHBIM c1iocoOoM (cT.3 m.4 Ne 152-D3).

Pecypc nHpopManiuoHHON CHCTEMBbI — UIMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO WIH anmnapaTHoro obecrnieueHust (GYHKIIMOHUPOBAHUS
UHGOPMAITMOHHON CHCTEMBI.

CneunaibHble KATErOpuH MNEPCOHAIBHBIX JAHHBIX — [EPCOHAJIbHbBIC
JIAaHHbBIE, KACAIOLIMECs] pacOBOM M HAMOHAJIBHOW MPUHAJIEHKHOCTH, MOJIUTHUYECKUX
B3TJISIJIOB, PEIUTHO3HBIX WM (PUIOCOPCKUX YOECXKICHHM, COCTOSHUS 3JI0POBbS U
WHTUMHOM XKM3HU CyObEKTa MePCOHATBHBIX JaHHBIX.

CpencrBa BBIYHCIMTENbHON TEXHHUKHU — COBOKYIHOCTh MPOTPAMMHBIX U
TEXHUUYECKHUX IJIEMEHTOB CUCTEM 00paOOTKH JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOATENILHO WJIA B COCTaBE JPYIMX CUCTEM.

Cy0bekT aocryna (Cy0beKT)— JMIO WA MPOLECC, JIEUCTBHS KOTOPOTO
periIaMeHTUPYIOTCS PaBUIaMU Pa3TPaHUYCHHUS JOCTYIIA.

Texnunuyeckue cpeacrsa HH(OPMALMOHHON CHCTEMbl IEPCOHAJIBHBIX
JAHHBIX — CPEACTBA BBIUUCIUTEIHHOU TEXHUKU, WH(HOPMAIIMOHHO-BBIYUCIUTEIbHBIC
KOMILJIEKCHl M CETH, CPEACTBAa M CHCTEMBbI Iepenayu, npuema u oOpadotku I[1JIx
(cpeacTtBa W CUCTEMBI 3BYKO3aIllMCH, 3BYKOYCHUJIEHUS, 3BYKOBOCIPOM3BEICHUS,
NIEPErOBOPHBIE M TEJIEBU3UOHHBIE  YCTPOWCTBA, CpEACTBA  M3TOTOBJICHHS,
TUPAXKUPOBAHUS TOKYMEHTOB U APYrUe TEXHUUYECKHUE CPEJICTBA OOPA0OTKU PEUYEBOM,
rpaduyueckoif, BuAEO- U OyKBEHHO-IM(POBON uH(DOpMaIUuU), MTPOrpaMMHBIC
cpenctBa (oneparmoOHHbIE CUCTEMBI, CUCTEMbI YIIpaBlieHUs: 0a3aMu JaHHBIX U T.II.),
CpellCTBa 3alUThl HH(GOPMAIUH, IPUMEHSIEMbIe B UH(POPMAITMOHHBIX CUCTEMAX.

TexHuuyeckuil KaHaJ YTe4YKM HMH(POPMALMM — COBOKYIIHOCTH HOCHUTENS
uHpopmanuu  (cperncrBa o0pabOTKU), (UUMYECKOW Cpeabl  pacnpoCTpaHEHUS
MH()OPMATUBHOTO CHUTHalda M CPEICTB, KOTOPHIMH JOOBIBA€TCS 3allvIIaeMast
uH(popmarus.

TpancrpanuyHas nmepejadya MEPCOHAJNBHBIX JAHHBIX —  [epeaaya
IIEPCOHANBHBIX JTAHHBIX oreparopoM yepes ['ocynapcTBenHyro rpanuiyy Poccuiickon
@denepaniid  OpraHy BJIACTH HWHOCTPAHHOTO TOCYIapcTBa, (PU3NYECKOMY WIIU
IOPUAMYECKOMY JIMIY HHOCTpaHHOTO rocynapcTsa (1.3 m.11 Ne 152-D3).

Yrpo3bl 0€301aCHOCTH NMEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUH U
(GakTopoB, CO3JAIOMIMX ONACHOCTh HECAHKIIMOHWPOBAHHOTO, B TOM YHCIIE
Clly4ailHOro, A0CTyna K NEpPCOHAJbHBIM JaHHBIM, PE3yJbTaTOM KOTOPOTO MOXET
CTaTh YHUYTOXXEHUE, U3MEHEHUE, OJIOKMPOBAHHE, KOMUPOBAHKE, PACIIPOCTPAHCHUE
MEPCOHAIBHBIX JTAHHBIX, & TAKKE WHBIX HECAHKIMOHUPOBAHHBIX JCHCTBUU MpPHU UX
00paboTke B MHGOOPMAIIMOHHON CHCTEME TIEPCOHATBHBIX JIAHHBIX.



YHUYTOKEHHE NMEePCOHAIBHBIX JAHHBIX — JCHCTBUSA, B PE3yJbTaTe KOTOPBIX
HEBO3MOXKHO  BOCCTAaHOBHUTH  COJEp)KaHHWE  IIEPCOHAINBHBIX  JAHHBIX B
MH(POPMAILIMOHHOM CHUCTEME IMEPCOHAIBHBIX JAHHBIX WM B PE3YyJbTaTe KOTOPBIX
YHUUYTOXAKOTCS MATEPUAIIbHBIE HOCUTEIM IEPCOHATIBHBIX JaHHBIX.

Yreuka (GammmaemMoin) HHPOPMALMM M0 TEXHHYECKMM KaHAJIaM —
HEKOHTPOJIUPYEMOE paclpocTpaHeHne HHGPOPMAIMU OT HOCUTENS 3alluiaeMon
uHbopMaluu  4yepe3  (PUIMYECKYI0 Ccpely 0  TEXHMYECKOTO  CpE/ACTBa,
OCYILECTBISIONIETO MepexBaT HH(POpMAaLIHH.

Opranmn3anms — rocy1apcTBEHHasi 00pa3oBaTeIbHAsl OPraHUu3aLus.

Ysa3BuUMocTh — cnabOCTh B CPEIACTBAX  3alUTHI, KOTOPYK)  MOXHO
UCIIOJIb30BaTh JJIsl HAPYILIECHUS CUCTEMBI WIIHM COZIEpKalleiicsl B HeM nHpOpMaLnu.

HesocTtHocTh uMHGOPMALMU — CIOCOOHOCTH CPEACTBA BBIYUCIUTEIBLHOU
TEXHUKH WM aBTOMATU3MPOBAHHOM CHUCTEMBI OOecre4YrBaTh HEU3MEHHOCTb
uHQOpMaMu B YCJIOBHUSX CIY4ailHOTO W/WIM NPEJIHAMEPEHHOTO HCKAKEHUS
(pa3py1enus).



OBO3HAYEHUSA U COKPALLIEHUA

ABC AHTUBUPYCHBIE CPENICTBA

APM aBTOMAaTH3UPOBAHHOE paboyee MeCTO

BTCC BCIIOMOTaTeIbHbIE TEXHUYECKHUE CPEJICTBA U CUCTEMBI
NCTIIn uH(pOpMAITMOHHAS CHCTEMA MTEPCOHATBHBIX TAHHBIX

K3 KOHTPOJIMpyeMas 30Ha

JIBC JIOKaJIbHAsI BEIUMCIIUTENTLHASI CETh

MD MEXKCETEBOU IKPaH

HC/I, HECAaHKIIMOHUPOBAHHBIN JTOCTYII

oC OIEPALIMOHHAS CHCTEMA

[11n MIEPCOHAJIBHBIE JAHHBIC

[IMB MPOrPAMMHO-MAaTeMaTHYECKOE BO3/ICHCTBHE

I1O IporpaMMHOE 0O0eCIICUeHHE

[IOMUH NOOOYHBIE 3JIEKTPOMAarHUTHBIE M3TyYEHHUS U HABOJIKU

CA3 CHCTEMa aHaJIM3a 3allUIICHHOCTH

C3U CpelICTBa 3alUThl HH(OPMAIIUU

C3I1/In cucrema (ImojicucTeMa) 3aluThl IEPCOHAIBHBIX JJAHHBIX
COB cuctemMa oOHapy>KeHUS BTOPKEHUH

TKYHU TEXHUYECKHE KaHAJbI yTEUKH HH(OPMAITUU

VBII/IH yIpo3bl OE30MACHOCTH MIEPCOHATBHBIX JTAHHBIX

OCTIK DdenepanbHas CITy>k0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO

Poccun




BBEJAEHHUE

Hacrosmas [Tomutuka nadopmarmonHoii 6e3omacHocty (nanee — I[lomutuka)
MBOYVY «ba3zkosckass COIll» pa3paboTaHa B COOTBETCTBUU C LICJISIMHU, 33a/lauaMu U
MPUHITUIIAMU oOecriedeHus 0€30MacHOCTH TEPCOHAIBHBIX TaHHBIX HM3JI0KEHHBIX B
Konnenmuu nadopmarmonnoit 6ezonacuoctu UCIIIx MBOY «baskockas COLLy.

[lonutnka pa3paboTaHa B COOTBETCTBHM ¢ TpeOoBaHusiMu DenepanbHOro
3akoHa ot 27 utons 2006 r. Ne 152-D3 «O nepcoHanbHBIX JaHHBIX», HA OCHOBaHHH:

— «llonoxenus o MCTOJax H criocobax 3allIUThI I/IH(i)OpMaHI/II/I B

UH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX», YTBEPKACHHOTO TUPEKTOPOM
OCTIK ot 05.01.2010 r. Ne 58;

— «TumoBeIx  TpeOOBaHMIA 1o Opra”u3aluu u 00ecCIeyeHuto
(yHKIHOHUPOBAHUS U (POBATBHBIX (kpunTorpauYECKUX) CPEICTB,
OpeJHa3HAYCHHbIX I 3allUThl MH(POpMalUU, HE COJEpXKallell CBEICHMUI,
COCTABJISIIOIIMX TOCYJAapCTBEHHYK) TaiHy B CIly4a€ W3 HCIOJIb30BAHMUS IS
oOecnieueHrss O€30MAaCHOCTH MEPCOHAIBHBIX JaHHBIX MpH HUX 00paboTke B
UHPOPMAILIMOHHBIX ~ CHUCTEMaX  MEPCOHANBHBIX  JIAHHBIX»,  YTBEPXJACHHBIX
pykoBozactBoM 8 Ilentpa ®Cb Poccun 21.02.2008 1. Ne 149/6/6-662.

B Ilonutuke omnpenenensl TpeboBanus k rnepconany WCII[AH, crenenb
OTBETCTBEHHOCTH TEPCOHANA, CTPYKTypa M HEOOXOJAMMBIA YPOBEHBb 3alUIIIEHHOCTH
NCII/Ia MBOY «ba3koBckas COILLDy.

1 O01mue moJI0KeHUA

enpro HacTosmeit [lomutrkm sBisieTcs obecneueHne 0€30MacHOCTH 00BEKTOB
3alUTBl  OT BCEX BHUJOB Yrpo3, BHEHUIHUX W BHYTPEHHUX, YMBINUICHHBIX U
HEIpeIHAMEPEHHbIX, MHHUMH3alMs yiiepda OT BO3MOXKHOM peanu3aluu yrpo3
oezonacuoctu [1JIn (YBIIH).

be3onacHOCTh TNEPCOHANBHBIX JAHHBIX JIOCTUTAETCA IYTEM MCKIFOYEHHS
HECAHKI[MOHUPOBAHHOTO, B TOM YHCJE CIY4alHOrO, JAOCTyHa K MEepPCOHAIbHBIM
JIAHHBIM, PE3YJbTaTOM KOTOPOTO MOXET CTaTh YHHUUYTOKECHUE, W3MCHEHHUE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHUE MEPCOHANBHBIX JTAHHBIX, a TAK¥Ke
VHBIX HECAHKIIHOHUPOBAHHBIX JICHCTBUI.

Nudopmarus u cBsi3aHHBIE C HEW pPeCypchl JOJDKHBI OBITh JOCTYMHBI IS
aBTOPU30BAHHBIX  MOJb30BaTeyiel. JIOJDKHO  OCYIIECTBIISITECSI  CBOEBPEMEHHOE
oOHapy>keHue u pearupoBanue Ha Y bII/IH.



JIOJDKHO ~ OCYIECTBIATHCS  INPENOTBPALCEHHE  INPEIHAMEPECHHBIX WM
CJIy4allHbIX, YAaCTUYHBIX WJIM IOJHBIX HECAaHKIIMOHUPOBAHHBIX MOJAU(PUKALUN WU
YHUYTOXKCHUS TaHHBIX.

CocTaB 00BEKTOB 3alIUTHI MpefcTaBieH B [lepeuHe mepcoOHANbHBIX JAaHHBIX,
HOJUIEKAINX 3aLUTE.

Cocra UCII/IH nomiexxamux 3amure, npeacraBieH B OTyeTe o pe3ybrarax
NIPOBEJICHUS BHYTPEHHEH MTPOBEPKHU.

2 O0aacTh geiicTBUA

TpeboBanust HacToseit [1oaUTHKN pacpOCTpaHsIOTCA HA BCEX COTPYIHUKOB
MBOY «bazkoBckas COLL» (mTaTHBIX, BpEMEHHBIX, paOOTAIONINX [0 KOHTPAKTy U
T.I.), @ TAK)KE BCEX MPOUUX JUI] (MOAPSAIUUKH, ayAUTOPHI U T.I1.).

3 CucreMa 3aIIUTHI NEPCOHATBHBIX JAHHBIX
Cucrema 3amuThl nepcoHanbHbIX JaHHbIX (C3I1/IH), cTpouTCs HA OCHOBaHUU:
— Oryera 0 pe3ynbraTax NpOBEACHUS BHYTPEHHEN POBEPKU;
- HepeqH;I NEPCOHAIBHBIX AAHHBIX, ITOAJICKANUX 3aIIUTC,
— AxTa knaccudukanuu HHPOPMAIIMOHHON CUCTEMBI IEPCOHATBHBIX JTAHHBIX;
- MOI[GJ'II/I yIrpos 0€e30IMacHOCTH IICPCOHAJIBHBIX TAHHBIX,

— Tlonmoxkenust O pasrpaHMYEHUM TpaB JOCTyMa K 00padaThIBaeMbIM
MIEPCOHAJILHBIM JTaHHBIM;

— PyxkoBogsmumx nokymentoB ®CTIOK u ®Cb Poccun.

Ha ocHOBaHMM 3THX JOKYMEHTOB OIpEAeNsieTcs HEeOOXOAUMBIH YPOBEHb
samumeHHocTy [11x kaxmot UCII[Ian MBOY «baskoBckas COILl». Ha ocHoBaHuu
aHaNM3a aKTyalbHBIX yrpo3 OeszomacHocTtu [IJ[H ommcanHoro B Mojgenu yrpos u
Otudera 0 pe3yapTaTax NPOBEACHUS BHYTPEHHEHN NMPOBEPKE, JEIAETCS 3aAKIHYEHUE O
HEOOXOJMMOCTH HCIIOJIb30BAHUSI TEXHUYECKUX CPEACTB M OpPraHU3alMOHHBIX
MeponpuaTuid ansi obdecnieuenust O6ezonacHocTy [I/IH. BriOpanHble HEOOXOAMMBIE
MeponpusaTUs oTpaxkaroTcs B [1nane meponpustuii no odecnedyennto 3ammThl [1J[H.

Js xkaxmoit UCII[H nomkeH OBITh COCTaBIEH CIHUCOK WCIOJIb3YyEeMbIX
TEXHUYECKUX CPEJACTB 3alllMThl, a TaK > MPOrpaMMHOr0 OOECIICUCHUS
yudactBymomiero B oopadotke I1J[H, Ha Bcex anementax UCII/H:

B 3aBucumoctn ot ypoBHs 3amumeHHoctd MCII/IH m akTyanbHBIX yrpos,
C3IIIH MOKeT BKJIKOYATh CIEAYIOIINE TEXHUUECKUE CPEICTBRA:
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— QaHTUBUPYCHBIE CpEICTBA Uil pabouuMx CTaHIMN TMOJb30BaTeNeld U
CEpPBEPOB;
— CPEACTBA MEKCETEBOTO IKPAHUPOBAHUS;

— cpeacTtBa  Kpunrtorpaduyecko 3ammTbl UHGOpMalMU, TpHU Tepeaaye
3alUIIaeMoi HHpOpMAaIMK 110 KaHAJIaM CBSA3H.

Tak xe B CHOUCOK JIODKHBI OBITh BKIIOYEHBI (DYHKIMM  3allUTHI,
o0ecrieunBaeMble IITAaTHBIMU cpeAcTBamMu o0pabotku I[I/lH  onepannoHHBIMU
cuctemamu  (OC), npukmagaeiM  [IO  u  cnenuandbHBIMM — KOMIUJIEKCAMU,
peanu3yonmMu cpeacTna 3auThl. CMCOK PYHKIIUN 3aIUTHI MOYKET BKIIIOYATh:

— YNpAaBJICHUE U Pa3rpaHUYEHUE TOCTYyNa I0JIb30BATEIIEH;
— PETUCTpAIHIO U YUeT ACUCTBUN C MHPOPMAIIHEH;

— o0ecrieyeHue 1MeJIOCTHOCTH JIaHHBIX;

— oOHapy>KeHHE BTOPKEHHM.

Coucok HCIOJB3yEMBIX TEXHUYECKUX CpEICTB oOTpaxkaercss B Ilnane
MEpONPHUATHH IO O00ECIEUYCHHUIO 3allUThl TEPCOHAIBHBIX JaHHBIX. CIHCOK
HCTIOJIb3YEMBIX CPEIICTB HOJDKEH IOIJECPKUBATHCS B AKTYAIBHOM COCTOSIHUU. [Ipum
M3MEHEHUH COCTaBa TEXHUYECKUX CPEeACTB 3amuTbl uiau sneMeHToB WCII/IH,
COOTBETCTBYIOIINE U3MEHEHUS JIOJKHBI ObITh BHECEHBI B CHHUCOK.

4 TpeooBanus k nogcucremam C3I1/In

C3I1/Ix BrIItOYAET B ce0s1 CASAYIONTUE TTOACUCTEMBI:

— YNpaBJ€HUS JOCTYNOM, PETUCTPALIMU U YUETa;

— o0ecrneyeHus 1eTO0CTHOCTH U IOCTYITHOCTH;

— AHTUBHPYCHOMW 3aIlINUTHI;

— aHaJuM3a 3allUIIEeHHOCTH;

— OOHapyXeHUs BTOP>KECHHUI;

— KpunTorpapu4ecKoi 3anuThl.

[Moacuctemsr C3II[H uMeroT pa3nuyHblidi (YHKIIMOHAT B 3aBUCUMOCTH OT
kmacca WCIIJIH, ompeneneHHOro B AKTe KiaccHpUKAIMA HWHPOPMAITMOHHOM
CUCTEMBbI MTEPCOHATIBbHBIX IAHHBIX.

4.1 TloncucreMbl yNpaBJieHUs J0CTYNIOM, PeTHCTPALUM U y4eTa

[Toncucrema ympaBieHUs JOCTYNOM, PETHUCTpalldd W ydyeTa MpeaHa3HaueHa
JUISL peau3aiiu CIeayommuX QyHKIUI:
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— wuAeHTU(PUKAIMY U TPOBEPKA MOJIMHHOCTUA CyOBEKTOB JOCTyIA MIPH BXOJIE
B UCIIH;

— KOHTpOJb JIOCTyHa IMOJIb30BaTeled K 3allMIlaeMbIM pecypcam B
COOTBETCTBHH C MaTpUIIEH A0CTyIa;

— PperucTpaiuu Bxoja (BbIXoJla) CyObEKTOB IOCTyNA B CUCTEMY (U3 CUCTEMBI

— PETHCTpallMy TMOMNBITOK JOCTyna MPOTrpaMMHBIX CPEACTB (Mporpamm,
MIPOIIECCOB, 3a/a4, 3aJIaHHi) K 3allUIIacMbIM (aiiiam;

— PETUCTpALMU TMOMBITOK JIOCTyNa MPOrPAMMHBIX CPEACTB K TEpPMHUHAJIAM,
KaHaJlaM CBS3H, IIporpaMMam, ToMaM, Karajioram, (aisiam, 3arucsm, MoJIsM 3aruCei.

[Toncucrema ympasileHHs TOCTYIIOM MOXKET OBITh pealn30BaHa C IOMOLIBIO
IITaTHBIX cpencTB 00paboTku [1/]H (omeparmonnsix cucteM, npunoxeruit 1 CYBJI).
Tak ke MOXeT ObITb BHEIPEHO CIEHUAJIBbHOE TEXHUYECKOE CPEACTBO WM HX
KOMIUJIEKC OCYUIECTBIIAIOIINE JIONOJHUTENIbHbIE MEpbl IO ayTeHTU(PUKALUU U
KOHTPOJIIO.

4.2 Tloacucrema odecrevyeHus 1eJOCTHOCTH U JOCTYIHOCTH

[Toncucrema obecrieueHusl 1EIOCTHOCTH M JIOCTYIMHOCTH MpeAHa3HaueHa i
obOecrieueHus] 1EIOCTHOCTU U JocTtynHocTu II/[H, mporpaMMHBIX M ammapaTHbIX
cpeacts UCII[IH MBOY «ba3skoBckas COIll», a Ttak xe CpeacTB 3allMThI, MPU
CIIy4ailHOM UJIM HAaMEPEHHOU MOAM(PUKALIUU.

[Toacucrema obecnedeHrsl LETOCTHOCTH U JAOCTYIHOCTH NpeJHa3HayeHa st
peanuzaiuu caeayronux GyHKIHM:

— pe3epBHOE KOMMMPOBaHKME 00pabaThIBACMbIX TIAHHBIX;

— o0ecrieyeHue 1eJI0CTHOCTH MPOTPAMMHBIX CPEACTB 3aIIUThI MEPCOHATBHBIX
JlaHHBIX, OoOpabarhiBaeMol HMHGpOpPMAIMK, a TaK K€ HEM3MEHHOCTh MPOrpaMMHOMN
Cpelibl;

— HaJW4Hhe CPEICTB BOCCTAHOBJIIEHHUS CHCTEMBbI 3allUThl IEPCOHAIBHBIX
JTAHHBIX.

HOI[CI/ICTGMH PCAIN3yCTCA C IIOMOIIBIO OPpraHrU3allv pC3CPBHOIO0 KOIIMPOBAHUA
06pa6aTI>IBaeMI>IX JaHHBIX, a TaK K€ pe3epBI/IpOBaHI/IeM KJIFOUCBBIX JOJICMCHTOB
WUCTITn.

4.3 IloncucreMa aHTUBUPYCHOM 3alIIUTHI

[TogcucremMa aHTUBUPYCHOW 3alllUThl MpeIHA3HA4YeHa i1 OOeCTCUCHUS
aHTUBUPYCHOM 3ammThl cepBepoB 1 APM nons3oBarenenn UCII/IH.
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CpencTtBa aHTHUBUPYCHOM — 3alllUTHl  NpPEAHA3HAYECHbl I peallu3aluu
CIIEAYOIUX (PyHKIUI:

— PE3HUIECHTHBIM AHTUBUPYCHBIM MOHUTOPUHT;

— AHTHUBHUPYCHOE CKaHUPOBAHUE;

— CKpHUIIT-OJOKHPOBAHHUE;

— I[EHTPAJIM30BAHHYIO/YIaJIEHHYIO YCTaHOBKY/ACMHCTAIIISALIUIO
AHTUBUPYCHOIO MPOAYKTa, HACTPOWKY, aJMUHHUCTPUPOBAHHUE, MPOCMOTP OTYETOB U
CTaTUCTUYECKON MH(POPMAIIHH 110 pabOoTe MPOIYKTa;

— ABTOMATHU3HUPOBAHHOC OOHOBJICHHUE AHTHUBHUPYCHBIX 633;

— OI'PaHUYCHHC IIPpaB II0JB30BATCIIA HA OCTAHOBKY HCIIOJIHACMBIX 3aJdad H
HN3MCHCHMA HACTPOCK AHTHUBUPYCHOTI'O IMTPOTPaAMMHOIO O6CCH€‘—ICHI/IH;

— aBTOMaTHYECKUU 3allyCK Cpa3y IIOCJIC 3aIpy3KH OHGpaHHOHHOﬁ CHCTCMBI.

[Toncucrema peanusyercss MyTeM BHEAPEHUS CHEUUAIBHOTO aHTUBHPYCHOTO
nporpaMMHOro ooecrneuenus Ha Bce anemMenTsl UCI/IH.

4.4 TloncucreMa aHAJIN3A 3aIHIIEHHOCTH

[loncucrema aHanu3a 3aIIMILEHHOCTH, JOJDKHA OOECIIEYMBATh BBISBICHUS
ySI3BUMOCTEM, CBSI3aHHbIX C omuOkamu B KoHpurypauuu 110 HUCIIH, xoTtopbie
MOTYT OBITh UCITOJIb30BAaHbl HAPYIIUTENEM JJI pEaTU3allui aTakKh Ha CUCTEMY.

CDYHKIIHOHEUI IHOACUCTCMBI MOZKCT OBITH pCalin30BaH IIPpOI'paMMHBIMU H
IMporpaMMHO-aIlliapaTHBIMHU CPCACTBAMHU dHAJINM3a 3allIUIIICHHOCTH.

4.5 Iloncucrema oOHApPYKEeHUS BTOPKEHMIA

[Togcucrema oOHapy>KeHUsI BTOPKEHUM, JOJKHA OOECIEYMBATH BBISBICHUE
ceTeBbIX aTak Ha snemMeHThl MCII/{H nmoakItoYeHHbIE K CETsIM OOIIET0 MOJIb30BAHUS U
(M1r) MEXTYHApPOJHOTO OOMEHA.

@OYHKIMOHAI TMOACUCTEMBI MOXET OBbITh pEaNTn30BaH NPOrPAMMHBIMH H
POrpaMMHO-AMIAPATHBIMU CPEJICTBAMH OOHAPYKEHUSI BTOPKEHHI.

4.6 lloacucrema kpunTorpaguyeckoi 3alUThI

[Toacuctema kpunrorpaduyecKkoil 3amUTH MpeaHA3HAYCHA IS MCKITIOYCHUS
HC/I k 3amumaemoit nadopmaruu B UCII/IH, ipu ee mepenadn 1Mo KaHajlaM CBSI3H
ceTelt 00IIero moab30BaHus U (MIJIH) MEKTyHAPOIHOTO OOMEHA.

[Toncuctema peanu3yercs BHEAPCHHS KPUNTOTPAQUUSCKUX IMPOTPAMMHO-
anmapaTHbIX KOMILIEKCOB.
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5 IMoas3oBaTean UCIIIn

B Konuenuuu wuHpOpMamoHHON O€30MaCHOCTA OMPECICHbl OCHOBHBIE
KaTeropuu Tmoisib3oBareneil. Ha ocHOBaHMM 3THX KaTeropuu JIOJDKHA OBITh
npousBeaeHa tTunusanus noys3osateneid MCII/IH, onpeneneH ux ypoBeHb JOCTyIa U
BO3MOKHOCTH.

B UCIIa MBOY «ba3kosckas COIIl» MOXHO BBIIECIUTH CHEAYIOIINE
TpyNIBI OJB30BaTENEH, yUaCTBYIOMIUX B 00padoTke u xpanenuu [1/1H:

— Anmunuctparopa UCIIIx + AnMuHucTpaTopa 6€30MacHOCTH;

— AnaMmuHuCTparopa cetd + TeXHHYECKOro CHEelUalIiCcTa Mo 00CIyKUBAaHUIO
nepudepuitHoro 060py0BaHMUS;
— Onmneparopa APM;

JlaHHBIE O  Tpymmax  [OJb30BaTeNsiX, YpPOBHE WX  JOcCTyna |
MH()OPMUPOBAHHOCTHU JIOJIKEH ObITh OTpaxkeH B [lonoxkeHue o pasrpaHUYECHUH TpaB
JI0CTyTIa K 00padaThIBa€MbIM MEPCOHATBHBIM JIaHHBIM.

5.1 Aamunucrparop UCII/In

Anvmunuctpatop UCIIAH, corpynauk MDbBOY  «baszkoBckas COILLy,
OTBETCTBEHHBI 3a HACTPOMKy, BHeapenue u  conpoBoxacHue HCII/IH.
ObecneunBaeT (HyHKIHMOHUPOBaHUE MOACUCTEMBI yrpasieHus noctynoM MCII/Ix u
YIIOJIHOMOYEH OCYIIECTBIATH IIPEAOCTABICHUE U PAa3TPAHUUYCHUE T0CTYIIa KOHEYHOTO
nosbs3oBarens (Oneparopa APM) k anieMeHTam, XpaHAIIUM ePCOHATbHBIE TAHHBIE.

Anmvunuctpatop UCII/IH o6nagaeT cienyomuM YpoBHEM JOCTYIA U 3HAHUM:

— o0Onamaer monHOW wWHGOpMAIMEl O CHUCTEMHOM W  TMPUKIATHOM
nporpamMmmHom obecnieueHun UCIIx;

— o0Omamaer moNHOM WHGOpPMAIME O TEXHUYECKHX CpPEICTBaxX U
koHpurypaunu UCIIH;

— HMEET JIOCTYI KO BCEM TEXHUUYECKUM CPeJICTBaM 00padoTKu nHpOpMaIum u
nanubiM UCITIH;

— oOnagaer mpaBaMu KOH(QUIYpPUPOBAHUS U aIMUHHCTPATUBHOW HACTPONKH
texHnueckux cpencts UCII/H.
5.2 AnMMHHMCTPATOP 0€30MACHOCTH

Anmunuctpatop 6e3onacHocTH, coTpyaHuk MBOVY «baskosckas COILLy,
OTBETCTBEHHBIM 3a (QyHkiuonupoanue C3II[dH, BkiO4as oOCTy)XKMBaHHE U
HACTPOWKY aIMUHUCTPATUBHOW, CEPBEPHON U KJIMEHTCKOW KOMIIOHEHT.
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AnmunucTpaTop 0€30macHOCTA 00JIaaeT CIEAYIONIUM YPOBHEM J0CTyIa M
3HAHUM:

— obnanaer npaBamu Aamunuctpatopa UCIT/IH;
— obOnamaer moHOM nHMOopMarueit 00 UCII/IH;

— HWMeeT JIOCTYI K CPEJICTBAM 3allliThl HHPOPMAIIUU U TTPOTOKOJUPOBAHUS U K
yacTH KIrodeBbix aneMeHToB UCII/IH;

— HE MMeEeT MpaB JOCTyIa K KOHPUTYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH
32 UCKIIFOUEHUEM KOHTPOIbHBIX (MHCIEKIIMOHHBIX ).

AI[MI/IHHCTpaTOp 0e301acHOCTH YIIOJIHOMOYCH:

— peanu30BbIBaTh TNOJUTUKH Oe3zonmacHocTH B uactu HacTpodkun CK3U,
MECETEBbIX SKPAHOB M CUCTEM OOHApYKEHMsI aTak, B COOTBETCTBHH C KOTOPHIMHU
nosib3oBaTesb (Oneparop APM) monydaeT BO3MOXKHOCTh pabOTaTh C 3JIEMEHTAMHU
NCTI/IH;

— OCYHICCTBJIEATH ayAUT CPCACTB 3allIUTHI;

— YCTaHaBIMBaTh JOBEPUTEIbHBIC OTHOIICHUS CBOEW 3aIlUIIEHHOW CETH C
CETSIMU JPYTHX.

5.3 Onepatop APM

Oneparop APM, cotpyanuk MBOY «ba3kosckas COILl», ocymiecTBiustommi
obpabotky II/In. OGpaborka II/[H BkItOYaeT: BO3MOXKHOCTH mpocMmoTpa IIJIH,
pyunoit BBoa II/In B cucremy WCII[IH, ¢opmMupoBaHue CIpaBOK U OTYETOB IIO
nHpopmarmu, nomydeHHoit u3z MCIIJ. Omneparop HE HMEET MOJHOMOYHUH IS
yIpaBJIeHHs nojicucTeMaMu 00padoTku gaHHbIX U C3I1/1H.

Omneparop UCII/IH o6nagaeT ciaeayonuM ypoBHEM JOCTYIA U 3HAHU:

— o0namaer BceMHM HEOOXOIMMBIMU aTpUOyTaMu (HApUMEpP, MAPOJIEM),
00€eCMeynBaOIIMMU JTIOCTYTI K HEKOTOpOMY noAMHokecTBY [1/1H;

— paciojaaract KOH(bI/II[eHHI/IaIII)HbIMI/I JaHHBIMH, K KOTOPBIM UMCCT OOCTYII.

5.4 AIMUHHMCTpPATOP ceTH

Anmunuctpatop  cetd, corpyanuk  MBOY  «baskoBckas — COIlly,
OTBETCTBEHHBIN 3a (DYHKIIMOHMPOBAHUE TEICKOMMYHUKAIIMOHHONW TMOJACUCTEMBI
NCIIdH. AAMUHHCTpATOp CETH HE HMEET TMOJHOMOYMN IS yIpaBJICHUS
nojicucTeMamMu 00pabOTKH JaHHBIX U OE30MaCHOCTH.

AIMUHUCTpATOP CETH 00JIaTaeT CIASAYIOIMIMM YPOBHEM JIOCTYyMA ¥ 3HAHUM:

— oOmamaer 4YacThl0 HWHPOpMAMM O CUCTEMHOM U MPUKIATHOM
nporpammHom obecnieueHun UCIIx;
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— o0Omamaer 4YacThto WHGOPMAIIMM O TEXHMYECKHMX CPEACTBaX U
koHpurypauuu UCIIH;

— uMeeT (UBMUECKUH JOCTyN K TEXHHYECKHM CpelcTBaM 00paboTKu
uH(OpPMAIUU U CPEJICTBAM 3alllUThI;

— 3HaAcCT, 110 MEHBIIIEH MCPEC, OAHO JICTAJIBHOC UM JOCTYIIA.

5.5 TexHuyeckuii cHnemuajJucT 1O OOCAY:KMBAHHI0O mepUdepuiiHOro
o0opyaoBaHusi

TexHuueckuii  CreNUAIUCT 1O  OOCTyXWBaHWIO, CcOTpyaHuk MBOY
«bazkoBckas COILl», ocymecTBiasieT 00CTY)KUBAaHHE W HACTPOUKY mMepudepuitHOTO
obopynoBanusi MCIIJIH. TexHuueckuii CrenuaniucT Mo OOCTYXKUBAHHUIO HE HMMEET
nocryna Kk I[IJIH, He UMeeT MOTHOMOYMI ISl YIIPABIEHUS MOJICUCTEMaMH 00pabOTKU
JaHHBIX U O€30MaCHOCTH.

TexHn4eckuil cienuaaucT 1o 0OCIyKMBaHUIO 00J1a1aeT CIEAYIOINUM YPOBHEM
JOCTyTa ¥ 3HAHUM:

— oOmamaer 4YacThl0 HMHPOpMAMM O CUCTEMHOM U  MPUKIATHOM
nporpammHom obecneueHun UCIIx;

— oOmagaer dYacThi0 HMHGOPMAMU O TEXHUYECKHX CpEACTBaX U
koHpurypaunu UCIIH;

— 3HaAcCT, 110 MECHbIIICH MCPC, OAHO JICTAJIbHOC UM JOCTYIIA.

6 TpeOoBanus Kk nepcoHasy mo odvecrneuyeHuo 3amuTol I1/{H

Bcee corpyanukn MBOY «ba3kosckas COILLy, saBastonuecs noib30BaTeIIMU
NCIIH, AOMKHBI YETKO 3HATh W CTPOrO BBINOJHATH YCTAaHOBJICHHBIE NpaBUJIa U
00S3aHHOCTH MO JOCTYMY K 3allMIIAEMbIM OOBEKTaM W COOJIOJEHUIO MPUHSATOTO
pexuma OezonacHoctu [1/1H.

[Ipn BCTymeHMM B JOJKHOCTH HOBOIO COTPYAHMKA HENOCPEACTBEHHBIN
HaYyaJIbHUK TOJAPA3JEJeHUsl, B KOTOPOE€ OH MOCTYyNaeT, 00s3aH OpraHU30BaTh €ro
O3HAKOMJIEHUE C JIOJDKHOCTHOM HHCTPYKUMEH M HEOOXOJMMBIMU JIOKYMEHTAMH,
periaameHTUpyomuMu TpedoBanus no 3amurte [1/IH, a Takke oOydyeHHE HaBBIKaM
BBITMIOJIHEHUSI TIPOLEAYpP, HEOOXOAUMBIX AJsi CAaHKIIMOHUPOBAHHOTO HCIIOJIb30BAHUS
NCITH.

CoTpyaHUK J0JKEH ObITh 03HAKOMJICH CO CBeJieHUusiMu HacTosiel [lomuTukwy,
NPUHATHIX Tpoteayp padbotsl ¢ anementamu UCTTIa u C3I1/]H.

CoTpyIHUKH, HCIOJIB3YIOIIME TEXHUYECKUE CpelcTBa ayTeHTU(dUKAIUH,
JOJKHBI 00€CrieurBaTh COXPAHHOCTh MIAEHTU(UKATOPOB (JIEKTPOHHBIX KIIIOYEH) U
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He aomyckaTth HCJl k HMM, a Tak € BO3MOXKHOCTb UX YTE€pU WU HMCIOJIb30BAHMS
TpeTbuMHu JunamMu. l[lonp3oBaTenn HeCyT NEPCOHAIbHYI) OTBETCTBEHHOCTH 32
COXPaHHOCTb UJIEHTU(DUKATOPOB.

CoTpyIHUKH JTOJKHBI CIIEI0BATh YCTAHOBJICHHBIM MPOLETypaM MOIEPHKAHUS
pexuma OezomacHoctu [IJIH mpu BrIOOpE W HMCHOJIB30BAHUM MapoJield (eciid He
UCIIOJIB3YIOTCSl TEXHUUECKUE CPEJICTBA ayTEHTU(UKAIUN).

CoTpyIHUKH [OJDKHBI OOECTeYMBaTh HAAJEXKAIIYIO 3alIUTy OO0OpYyIOBaHUS,
OCTaBJISIEMOr0 0€3 MPUCMOTpPa, OCOOEHHO B TEX CIIy4asx, KOTJa B IOMEIIEHUE UMEIOT
JOCTYNl TIOCTOPOHHME JMIA. Bce mosib30BaTenu TOJDKHBI 3HAaTh TpeOOBaHUS IO
oesomacHoctu [I/I[H u mpouenypbl 3amuTbl OOOpPYIOBaHUS, OCTaBICHHOIO 0O€3
IPUCMOTPA, a TAK)KE CBOU 00S13aHHOCTH 10 00ECTIEUEHUIO TAKOW 3aIUTHI.

COpr,Z[HI/IKaM 3alip€acTCda YCTAaHAaBJIIMBATHL IIOCTOPOHHCC IIPOIrpaMMHOC
06€CH€‘ICHI/IC, INOAKIOYaTh JIMYHBIC MOOMIILHBIE YCTpOﬁCTBa Hn HOCHUTCIIN
I/IH(bOpMaI_[I/II/I, d TaK JKC 3aIIMChIBATh HA HUX 3allIUINACMYTO I/IH(i)OpMaI_[I/II-O.

CoTpynHukaMm 3ampeliaercd pasriiamarh  3allydI@aeMyro  MHGOpMAIHIO,
KOTOpasi CTajia UM U3BECTHA MpHU paboTe ¢ HHPOPMAITMOHHBIMU CUCTEMaMU (KPaTKOe
HaMEHOBAHUE OINEPaTOPa), TPETHUM JIULIAM.

I[Ipu padore c IIJlu B WCIIJJH corpyanuku OpraHuzauud 00s3aHbI
o0ecneunTh OTCYTCTBHE BO3MOXKHOCTH mpocMmorpa IIJlH TperbuMu nuuamm c
MOHUTOPOB APM wiu TepMUHAIOB.

[Ipu 3aBepuienun padotel ¢ UCIIIH coTpyanuku o0s3anbl 3amutute APM
WIM TEPMUHAJbI C MOMOIIbIO OJOKMPOBKU KIIIOUOM WJIM 3KBUBAJIEHTHOTO CPEJICTBA
KOHTPOJISL, HAI[pUMep, AOCTYIIOM IO MapOJIt0, €CIIM HE UCTIONB3YIOTCS 00Jiee CUIbHBIE
CPEIICTBA 3aIMTHI.

CoTpyaHUKH JTOJDKHBI ObITH MPOMH(POPMHUPOBAHBI 00 Yrpo3ax HapylICHHS
pexuma 6e3onacHocTd [1/IH 1 OTBETCTBEHHOCTH 3a ero HapyuieHue. OHM JOJHKHBI
OBITh O3HAKOMJICHBI C YTBEPXKACHHOW (HOpPMaANBbHOW TMPOLEAYpON HAJIOKEHUS
JUCLUIUIMHAPHBIX B3BICKAHUM HAa COTPYAHHMKOB, KOTOPBIE HApyLIWIA IPHUHSTHIC
MOJINTUKY U TIpolietypbl 6e3onacHocTH [1/]H.

CotpynHukH 00s3aHBI 0€3 MpOMEJICHHS Co00IaTh 000 BCeX HAOIIOAaEMBbIX
WM TIO03pUTENbHBIX citydasx padotel UCIT/IH, Morymux moBieds 3a cOO0H yrpo3sl
oe3omacHoctu [1J[H, a Takke O BBIABICHHBIX WUMH COOBITHUSX, 3aTParuBarOIIMX
6e3omacHocTh [I/[H, pyKOBOACTBY TMOApa3ieNieHUus W JIMIly, OTBEUAIOIIEMy 3a
HEMEIJICHHOE pearupoBaHue Ha yrpo3sl 0e3omacHocTu [1/1H.

7 J1osskHOCTHBIE 00s13aHHOCTH Mosib3oBaTesieil MCIIAn

JlosbkHOCTHBIE 00s13aHHOCTH Tosib3oBateneit MCIIJIH onucanbl B ClaeayrOnux
JIOKYMEHTAX:
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— HWuctpykums anmuanctparopa UCIH;
— HWucTtpykums anmuarctparopa 6ezonacHoctd UCII/IH;

— HWuctpykums noaszosarens UCITH;

8 OrBercTBeHHOCTH coTpyaAnnkoB UCII/In

B cootBetcTBUU cO cT. 24 DenepanbHOro 3akoHa Poccuiickoit deaepanuu oT
27 wrona 2006 r. Ne 152-®3 «O mnepcoHanbHBIX JAHHBIX» JHUIA, BUHOBHBIE B
HapylleHuu TpeboBaHuM Hacrtosero denepaabHOrO 3aKOHA, HECYT IPaKIAHCKYIO,
YTOJIOBHYIO, aJIMHUHUCTPATUBHYIO, NHCUUIUIMHAPHYI0O W HHYK NPELYCMOTPEHHYIO
3aKOHOJATENLCTBOM Poccurickon denepanu OTBETCTBEHHOCTb.

JleiicTBytolee 3aKOHOAaTEILCTBO PD mM0O3BOMSET NPEaBABIATH TPEOOBAHUS 110
obecnieueHnto  OGezomacHOM  paboThl C  3amMmiaeMoid  umHpopmauuen U
IIPELyCMaTpUBAaE€T OTBETCTBEHHOCTh 33 HApYLIEHUWE YCTAHOBJIECHHBIX IMPaBUII
skcIutyaTanun OBM u cucrem, HenmpaBOMEpHBIH J0OCTyH K MH(GOpPMAlUU, €CIH 3TU
NEHCTBUS MPUBEIN K YHHYTOXXEHUIO, OJIOKHPOBAHMIO, MOAUDUKAIIMKN HH(DOpMALIUU
WU HapyuieHuto padotel OBM wnu ceteit (ctateu 272,273 u 274 YK PO).

Anmunuctpatop UCIIAH wu  agMuHHcTpaTop  O€30MACHOCTH  HECYT
OTBETCTBEHHOCTb 34 BCE JCHCTBHUSI, COBEPLICHHBIE OT UMEHM UX YUYETHBIX 3aIllMCEN
WM CUCTEMHBIX YUYETHBIX 3alHcel, eclii He JoKa3aH ()aKT HECAaHKIMOHUPOBAHHOTO
MCMOJIb30BaHUs YUYETHBIX 3aIKUCEN.

[Ipn HapymeHusx corpynHukamu — mnoab3oBatenssmu WCII[H mpaBwi,
CBS3aHHBIX ¢ Oe3omnacHOCThi0 [IJ[H, OHM HECyT OTBETCTBEHHOCTh, YCTAHOBJICHHYIO
JEVCTBYIONIUM 3aKoHOAaTeNbCTBOM Poccuiickon denepanuu.

[IpuBeneHHble BbIlIe TPeOOBaHMUS HOPMATUBHBIX JIOKYMEHTOB IO 3allUTe
uHGOpPMaIMU JT0JKHBI OBITH OTpa)keHbl B [los0jkeHnU 0 mojpa3esieHuu 1Mo 3aluTe
uH(pOpMaMu U JAODKHOCTHBIX MHCTPYKUMSIX coTpyaHukoB MBOYVY «ba3koBckas
COLL».

9 CnMCOK MCNMOJIL30BAHHBLIX HCTOYHUKOB

OCHOBHBIMM HOPMATHMBHO-TIPABOBBIMM M METOJUYECKUMU JOKYMEHTaMH, Ha
KOTOpBIX 0a3upyercs HacTosee [lonoxkenue sSBisiroTCs:

1. ®enepanbHblii 3ak0H Poccuiickoit @eaeparuu ot 27 utonsg 2006 r. N 152-D3
«O nepcoHaNbHBIX JAHHBIX

2. ®enepanbhbii 3akoH OT 25.07.2011 N 261-®3 "O BHeceHHH U3MEHEHUH B
®denepanbhblil 3aK0H "O nepCcoHaNbHbIX JaHHBIX"

3. Tekct ®enepanbHoro 3akoHa «O nepcoHaIbHbIX JaHHBIX» Ne 152 ¢ yuerom

M3MEHEHUM, BHECEHHBIX DenepanbHbiM 3akoHOM N 261-D3 ot 25.07.2011
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[Toctanosnenue IIpaBurensctea PO ot 01.11.2012 N 1119 "OO0 yrBepxaeHnn
TpeOOBAHMI K 3alIUTE MEPCOHATBHBIX JAHHBIX MPU UX 00pabOTKE B
MH(OPMAIMOHHBIX CUCTEMaX MMEePCOHAIbHBIX IaHHBIX"

[Tpuka3z denepanbHON CIY>KOBI 10 TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJIIO
(OCTIK Poccun) @eaepanbHoii ciryx0b1 Oe30nacHocTH Poccuiickoit
®Oeneparmu (PCh Poccun) MunuctepcTa HHGOPMAITMOHHBIX TEXHOIOTHHA U
cs3u Poccuiickoit @eneparun (Munundopmcsszu Poccun) ot 13 deBpans
2008 r. N 55/86/20 r. Mocksa "OO0 ytBepxnenuu [lopsiaka npoBeaeHus
Kiaccudukanuy nHOOPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JAHHBIX "
[Tocranonenue IIpaBurenscTBa Poccuiickoit deaeparuu ot 15 ceHTAOps
2008 r. N 687 r. MockBa "O06 yrBepxkaenuu [lonoxeHnust 00 0cCOOEHHOCTSIX
00pabOTKHU MEPCOHANBHBIX TaHHBIX, OCYIIECTBISIEMON O3 UCTIOIB30BAHUS
CPEACTB aBTOMATH3allUN "

[Ipuka3 denepanbHOM CIY>KOBI IO TEXHUYECKOMY M DKCIIOPTHOMY KOHTPOJIIO
(®CTIK Poccun) ot 5 pepainsa 2010 r. N 58 r. Mocksa "O0 yTBepKaeHUU
[TonoxxeHus: 0 MeTo/Iax M crocodax 3amuThl HHGOPMaLUU B
MH(OPMAITMOHHBIX CUCTEMaX MMEPCOHAIIBHBIX JIAHHBIX .

. Merouka ornpeeseHus akTyallbHbIX yIpo3 0€30IaCHOCTH IIEPCOHATBHBIX JaHHBIX
npu ux o0paboTke B MH(OOPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX.
VYTBepxkaena 3amecturenem aupekropa ®CTIK Poceun 14 pespans 2008 r.
bazoBast Moziesib yrpo3 6€300aCHOCTH NMEPCOHANBHBIX JAHHBIX MPU UX
00paboTke B MHQOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX TaHHBIX.
Yr1Bepxkaena 3amectutenem aupekropa PCTIK Poccuu 15 pespans 2008 r.
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